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Name of your facility
(This document was created and shared by permission of the MU IT Division.  

It may be adapted for your use.)
__________________________________________

Federal and state laws and regulations (the Gramm-Leach-Bliley Act and corresponding Federal Trade Commission regulations, for example) require that certain information the University creates or maintains be kept confidential and secure.  Every faculty and staff member who works with or has access to information covered by these laws and regulations has a vital role in ensuring that the University meets its information security obligations.  

Per BPM 1203, the University has established a comprehensive information security program to provide standards for protecting confidential and secure information.  This workplace information security manual is designed to help department administrators identify areas within their department where specific policies and procedures are necessary.  By thoughtfully completing the following checklists and following up where necessary, administrators can help ensure that their department is in compliance with the University’s information security program and, consequently, the applicable federal and state laws.

These laws and regulations also require that the University continuously audit and improve its information security program.  The completed and signed checklist is one method by which the University will demonstrate that it is meeting this requirement.  Therefore, your participation, while mandatory, is also invaluable to the University’s successful implementation of its security program.

Please review and complete the following checklists.  Use additional pages if you believe you need to provide more detail than the space allows.  When complete, please sign and return the checklists to __________________________________________________.

	Access to Work Area
	Yes
	No/NA
	If No or Not Applicable (Explain)

	1. Is the public’s access to the work area controlled at all times?
	
	
	

	a. Are manned reception desks, card controlled entries, etc. used to control public access at all times during the work day?
	
	
	

	b. Are unused doors secured?
	
	
	

	c. Are staff required to wear ID badges in the work area at all times?
	
	
	

	d. Are staff instructed to challenge anyone present in the work area without an ID badge?
	
	
	

	e. Are all doors, windows, etc. secured after hours?
	
	
	

	f. Is the area checked by security staff after hours?
	
	
	

	g. Is there adequate documentation regarding who has keys to the work area?
	
	
	

	h. Are there adequate procedures in place to retrieve keys from staff, faculty, etc. leaving the department?
	
	
	


	Access to Work Equipment/Materials
	Yes
	No/NA
	If No or Not Applicable (Explain)

	2. Is the public’s access to all work equipment and materials controlled at all times?
	
	
	

	a. Are fax machines located in a secure area?
	
	
	

	b.  Are printers located in a secure area for printing of confidential or sensitive documents?
	
	
	

	c. Are all file cabinets located in a secure area?
	
	
	

	d. Are file cabinets in unsecure areas kept locked?
	
	
	

	e. Are all file cabinets locked after hours?
	
	
	

	f. Do employees keep sensitive documents and working materials out of the public view while working?
	
	
	

	g. Are sensitive documents and working materials secured during breaks and non-working hours?
	
	
	

	h. Are employees required to use a strong, confidential password for access to their computer, applicable software applications and other information processing resources?
	
	
	

	i. Do employees lock their computers or use password protected screensavers when leaving their work area?
	
	
	

	j. Are adequate procedures in place to ensure that employees store confidential electronic data appropriately (i.e. on secure file servers, encrypted local drives, etc.?)
	
	
	

	k. If employees are allowed to work remotely, are there adequate procedures in place for securely accessing resources and maintaining confidentiality and security of work materials?
	
	
	

	l. If electronic transfer of confidential information occurs, are there adequate procedures in place to ensure that the transfer is secure--i.e. policy on transfer of files as email attachments, verification of FAX numbers, use of VPN, etc?
	
	
	

	m. Are departmentally controlled  IT resources (network, servers, applications, individual workstations, etc.) maintained in strict compliance with the UM Information Security program best practices?
	
	
	

	n. Are there adequate procedures in place to delete access to all information system resources and storage when faculty, staff, etc. leave the department?
	
	
	


	Access to Waste Materials
	Yes
	No/NA
	If No or Not Applicable (Explain)

	3. Are sensitive and confidential materials always disposed of properly?
	
	
	

	a. Is care taken to prevent sensitive or confidential materials from being placed in trash or recycling containers?
	
	
	

	b. Is a shredder(s) provided for proper disposal of sensitive or confidential documents?
	
	
	

	c. Are appropriate procedures in place for properly disposing of electronic files and electronic storage mediums?
	
	
	


	Departmental Procedures and Staff Training
	Yes
	No/NA
	If No or Not Applicable (Explain)

	4. Are adequate procedures in place and staff well trained to guard confidential and secure information?
	
	
	 

	a. Is there a comprehensive new employee orientation that includes a review of all applicable information security policies and procedures?
	
	
	

	b. Have clear security expectations been set for all staff?
	
	
	

	c. Have information security expectations been made a part of job descriptions and evaluations?
	
	
	

	d. Are the consequences for failure to abide by all security policies and procedures clearly communicated to all staff?
	
	
	

	e. Is the security performance of the department checked periodically to determine if measures continue to be implemented appropriately?
	
	
	


I have read, understood and completed these checklists accurately.

__________________________________________________________________________________

Director, Department Head, Manager Signature

__________________________________________________________________________________

Name (Printed)

__________________________________________________________________________________
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