Web Plus Enforced User Password Criteria

As a user of Web Plus, strong passwords are extremely important due to the nature of information being entered and stored. As such, Web Plus will automatically enforce the following criteria for user passwords and will be required for access to the program.

REQUIRED PASSWORD CRITERIA

Passwords must contain between 8-20 characters. Within those characters are three (3) requirements:

1. At least one lower case alphabetic character

2. At least one upper case alphabetic character

3. At least one numerical character

A very strong password would include a mixture of the required components. The following is an example of a strong password:

pL4ygR8unD (this password has the upper case, lower case and numerical required characters.

There are some passwords that can be created using all of the required characters BUT should be avoided because of simplicity. 

· DO NOT use communal passwords.

· Avoid using passwords from other systems; they may not meet requirements for Web Plus or may be guessed by other users. 

· Use non-personal passwords (names of family members, friends, hobbies, etc.). While personal passwords are easy to remember, they are also easy to decipher.

· Short sentences can be great passwords (TimmyhasanewT88th); just remember the 20 character limit.

New Web Plus users will be prompted to change their password from the system auto-generated after their first successful login to Web Plus.

Web Plus will require changing of your password every 180 days (6 months).

For any problems or questions please contact Angela Martin (martinac@health.missouri.edu) or 1-866-240-8809. 
